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Big Data Machine

Collection/Correlation/Communication/Trading

Computing Machine

Moore's Law vs actual transistor count

Prediction of Moore's Law 57,229,620,020
Graphcore GC2 IPU (CPU 23,600,000,000
Nvidia GV100 Volta (GPU 21,100,000,000

AMD 32-core Epyc (CPU 19,200,000,000
Nvidia TU102 Turing (GPU ~ ) 18,600,000,000 Most semiconductor

Qualcomm Centri 2400 (CPU) @ 8,000,000,000 indwstry forecasters,
Nvidia GP100 Pascal (GPU ") 15,300,000,000 uncluding Gordon

AMD Vega 10 (GPU €2 12,500,000,000 Moove's law will end

Nvidia GP102 Pascal (GPU @ 11,800)/000,000 by around 2025.
Apple A12X Bionic (CPU 10,000,000,000

Oracle 32-core SPARC M7 (CPU 10,000,000,000
IBM z14 Storage Controller (CPU - 9,700,000,000
Nvidia Tegra Xavier SoC (CPU 9,000,000,000

e @datagrapha Music: Divaro - Aurora Borealis Data source and more info in video description
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Big Data Machine

Collection/Correlation/Communication/Trading

Computing Machine

Moore's Law vs actual transistor count

Prediction of Moore's Law

57,229,620,020
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Nvidia GP102 Pascal (GPU
Apple A12X Bionic (CPU 10,000,000,000

)
)
Oracle 32-core SPARC M7 (CPU) 10,000,000,000
IBM z14 Storage Controller (CPU) - 9,700,000,000
Nvidia Tegra Xavier SoC (CPU) 9,000,000,000

e @datagrapha
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Music: Divaro - Aurora Borealis Data source and more info in video description
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Breaking the Barrier

4s 1 : - '
"\ﬁoc":’lotli l."ﬂu,, e
921001 1100001 3.0 i
-y ‘010010 0':’“'-~
"' . '. 00 00 . .
- ,’: ":L.Q:E)Ql(g;l:o..'.'
..“Q .'.. 10 l '0
g -~ O 0 ‘
'.:‘:::'3:01’50'
BRE6.00 1 ;
i) I
B s o a
either 0 or 1

measurement reveals the value
can be copied
bits string of are described locally

simultaneously 0 and 1

measurement changes the value

cannot be copied

qubits string exhibit non-local correlations



= Quantum Hardware
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= Quantum Hardware

Noisy Intermediate Scale Quantum

where we computing
are today
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“Quantum computing in the NISQ era and beyond™ Preskill, 2018 https //anav org/abs/1




Speed = Quantum Hardware

Optimisation

>

Quantum Annealing

Linear Algebra

Monte Carlo Simulation

:

el QUaNtumM Sampling

Solution

Quantum Tunnelling

ey
oy U@ |

Feature encoding

Solution

Adiabatic evolution




= Quantum Communication

post-quantum cryptography
=== qugntum keys QKD'/BI_?'S‘1 ' - ) publickey cryptography

, protects symetric keys with optical link (fiber or sat) resisting to quantum algorithms
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Security = Quantum Communication

Report of the DOE From Long-distance Entanglement to

Building a Nationwide Quantum Internet

‘ :’“‘3 't' l y
Y. » ’:h,-{ 1 February 5-6, 2020

USA : China
. European Union
Blueprint for a vrop ! 3000km distance

. EuroQCI Project . .
quantum internet J Satellite connection



Security + Speed = Quantum Internet

.................................................... classical secure module

Random Qubit: clients data encryption
Gate teleportation: computing on encrypted quantum data

Trapification: publicly verifiable outsource computing




Optimized classical

algorithms the quantum energy initiative

Classical
computmg-* Nuclear plant
“Quantum

energy energy
advantage” supremacy”
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Future Secure Fast Quantum Data Machine
For Public Good

Net Zero - Health - Fraud detection
Regulated Computing - Privacy Preserving
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Quantum Utopia

It takes an ecosystem to raise a
useful guantum application
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Quantum Software Lab

Discovery
Science

. !

Implementation
Technology

Exploitation
Use case
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Quantum Software Lab

60+ researchers 400+ papers 30+ projects

Start up culture inside an academic institute

Industry pain

point
Use-case Translation Design Benchmark
Development  Center Centre Centre
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Following our Scottish route to perform the best quantum show

“... Showcase new
scripts, especially ones
on more obscure, edgy,
or unusual material. The
lack of ari<tic VC vetting
combined with free entry

make risk-taking more
feasible.”

The Edinburgh Festival

Defying the norm since 1947



Use-case
Development
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Engage industry Conduct in-depth Reverse Pitch
experts and surveys to identify Challenge event to
practitioners through industry pain points gather direct industry
targeted outreach and and unmet needs input and feedback,
collaboration with continued

involvement of
industry experts to
help define the
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Translation
Centre

A\

Top-down:

Requirements analysis

Translate industry figure of merit into
properties of mathematical model to be
developed

Ifcs Laboratory for Foundations
of Computer Science

which parts of use-case may benefit
from which quantum support ?

Bottom-up:

Develop mathematical
abstractions

Known problem templates with
specific requirements using
particular quantum resources

/N
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TEMPLATES Z

Design
Centre

The game G,
Setup phase:

— param < S(A)
— The oracles O° and OY and the message space M are instantiated given param.

Selective challenge phase:

— if ¢ = gSel: A picks m € M and sends it to C.
First learning phase:

— A issues queries pi", ..., p;" (where g
challenger C queries O on p{", and for

p¢** to A. The adversary can also have an internal register o which may be
entangled with the output queries.

Challenge phase:

—if qEx: A picks m € M and sends it to C.
— if ¢ = qUni: C picks m EMm uniformly at random and sends m to A
Meas. Dev, Second learning phase: As the first learning phase
Guess phase:

— if ¢ =qEx OR ¢ = qSel: continue if m ¢, p*" i
— A generates the forgery t, and outputs to C the pair (m,t)

APl p Y, 0)
— C queries the verification oracle: b < O (m, t)
— C outputs b

—

(x100%)

quantum
forge

°
P

* ¢ € {qEx,qSel,qUni}; 0 < p < 1.
b &, p™ denotes at least p-distinguishability from all the pi". For the classical
message m € {0,1}", the condition should hold for |m), i.e. the quantum en-

coding of m in computational bz
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{o} Optimal allocation of quantum and

@ classical computing resources
Implementation Adapting classical ICT methodology
Centre

Application

Programming Language

Software

Assembly Language

Machine Code

Micro Architecture

Devices (Transistors)

Increasing order of Complexity
Increasing order of Abstraction
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;; Icsa Systems Architecture




Benchmark

Centre Error/noise

characterisation
and mitigation

End-to-end feasibility
report

Comparison / for each use case
benchmarking with

best possible
classical

Verification of the
computation

Certification of the
quality of the
solution

Benchmarking of
hardware and of the
implementation



Benchmark
Centre

%02

Quantum Advantage

\ 4

Can be achieved
now, and with
which platform

\ 4

How it can be
achieved in the
future

v

Why it cannot be
achieved



Quantum Synthetic Data - a case study

Differential Privacy
Quantum Machine

Learning
Industrly pain Product
point
Privacy & Privacy Preserving
Accuracy Q QML in Cloud Usin
’ _I b d\) ..o e




When quantum machine learning offers a practical advantage?



fix)= Z a,cos(wx) + b, sin(wx)

Variational Quantum Circuits give rise to Fourier Series
|0)®"

Training with Quantum Computer

Training with Classical Approximation

—

/

Spectrum _. |Random Fourier
Extraction Features

Landman et.al. arXiv:2210.13200




Expressivity Data Encoding



Expressivity Data Encoding

Algorithm to design Variational Quantum

Quantum Data Loaders Circuit

Guidelines on how to design quantum Framework for Quantum Data Loader
circuits for particular tasks design with proven trainability

Monbroussou et.al. arXiv:2309.15547




How can we hide quantum data with classical Differential Privacy?



New results
on quantum
divergences

Private quantum-
inspired sampling

Private estimation neighbouring-
of observables preserving
encodings

Tighter privacy
under bounded
trace distance

Quantum
neighbouring
relationship

Private
single-copy
measurements
for (E, T)-
neighbouring
states

(£, 7)-
neighbouring
states

Classical DP

Certified adver-
sarial robustness

Bounded W;
distance

Angrisani et.al. arXiv:2307.04733




How can we hide quantum data with classical Secure Multi Party Computing?



How can we hide quantum data with classical Secure Multi Party Computing?

Kapourniotis et.al. arXiv:2303.08865




How to handle hardware noise for current devices ?



Decoupling Verifiability and Fault-Tolerance

(T, 7,7) ongraph G = (V, E)
= T =sub-computation (pattern + flow)

= o =fixed input
= 7 =decision function on outputs

Leichtle et.al. arXiv:2206.00631




Decoupling Verifiability and Fault-Tolerance

(T, 7,7) ongraph G = (V, E)
= T =sub-computation (pattern + flow)

= o =fixed input
= 7 =decision function on outputs

new trap schemes = probabilistic error-detecting schemes =

Given

— a set of errors £ to be detected,

— a set of feasible tests H,
— a relation between tests and errors describing whether a test detects an error, R : H x &€ — {0, 1},

find an optimal distribution p : H — [0, 1] maximising the detection rate ¢ € [0,1] subject to the
following conditions:

— p describes a probability distribution, i.e. D5, p(H) <1,
— all concerned errors are detected at least with the target detection rate, i.e.

VE € E: > p(H)>e

HEH
R(H,E)=1

Leichtle et.al. arXiv:2206.00631




Can we build it now ?
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eprint arXiv:2303.08865 (2023).

quantum memory =

Polacchi et.al. arXiv:2306.05195




Quantum Utopia

It takes the entire classical ICT research
to raise a useful quantum application
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Quantum Software Lab

TRL1 TRL4 TRL8 TRLS
Basic principles  Technology Experimental Technology Technology Technology System System Actual system
observed concept proof of concept  validated in lab validated in demonstrated prototype complete and proven in
formulated relevant in relevant demonstration qualified operational

environment environment in operational environment
environment

| Disruptive Research




