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... the change of the analog to digital, leading to virtual forms of 
information processing by 

◊  application of digital technology, 
◊  roll-out of digital infrastructure, 
◊  development and usage of digital applications 
◊  digital business models 

and the induced changes in 

◊  economy and industry 
◊  society 
◊  politics 
◊  science 
◊  education 
◊  private life 

Digital transformation is ...  
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Digital technology – changing the world 

Data processing 

Embedded systems 

High performance computing 

Graphical user interfaces Internet 

Robotics 

World Wide Web 
Big data 

Mobile communication 

Smart phones 
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The elements of digital change 

•  Digital Technology – Technology Push 
◊  Information and communication technology  
◊  Data and software 

•  Digital Infrastructure 
◊  devices, embedded systems, networks, … 

•  Digital Application – Market Pull 
◊  Diverse application areas (business, traffic, Medicine, Energy, 

Communication, entertainment, …) 

•  Digital business models – Business Opportunities 
◊  Digital value chains 

•  change in den enterprises – Start Ups 
◊  enterprise networks 

•  Change of individuals’ behavior and understanding of the 
world 

dynamics result of 
an intensive mutual 
reinforcement 
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Who will be transformed? 

•  Individuals 
◊  new ways to manage everyday life 
◊  digital literacy 

•  Economy – digital transformation 
◊  enterprises 
◊  start ups 

•  Education 
•  Science 
•  Technology 
•  Environment 
•  Society 
•  State, politics, and governance 
•  literally everything! 
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Drivers of digital change in the economy 

•  Innovative functionality 
◊  high acceptance, rapid adoption 

•  Cost pressure by rationalization  
of services 
◊  New financial models (advertising,  

data acquisition, ...) 

•  New competitors by networking 
•  Monopoles – acceleration effects by scaling 
•  Modular value chains 
•  Automation by innovative software 
•  Getting rid of locality in the market 
•  New business models by synergy, networking and composition 
•  Scaling effects – the winner takes it all 
•  Breath taking speed 
•  … 



Drivers: 
Technology and Infrastructure 
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Drivers ... 

•  Moore‘s Law: 
 the computing power of digital hardware grows exponentially 
(doubling the performance all 1 1/2 years with equal cost) 
  In 10 years: Factor 100 
  In 20 years: Factor 10.000 

•  Digital networks – transmission power grows exponentially 
•  the flexibility of programmable hardware: 

 the same Hardware can by programming (by Software) be used for 
completely different tasks  
– example Skype 

•  the literally unlimited range of the fields of applications 
 In practically every area of application hardware/software systems 
open up new possibilities 
 Information Systems as part the reality – augmented reality 
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Key Areas of Technology and Application 

Technology 
•  Data Processing 
•  Embedded Systems 
•  Personalized Computation  
•  High Performance 

Computing 
•  Search Engines 
•  Mobile Communication 
•  Data analytics 
•  Autonomous systems 
•  … 

Areas  of application 
•  Process and Data 

Management 
•  Social Networks 
•  Internet search 
•  Smart phones 
•  Advanced Assistance 
•  Connected car 
•  Digital health 
•  … 

dynamics is result of 
an intensive mutual 
reinforcement 
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Change the instruments 
and you will change the 
entire social theory that 
goes with them!  
 

Latour, B. (2009): Tarde’s idea of quantification, in: The Social after Gabriel 
Tarde: Debates and Assessments, Routledge, London, pp. 145– 162  
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Long-term implications of technological progress 

 "software is eating the world“  (Marc Andreessen, venture capitalist, 2011)  

•  software will revolutionize the technology and computer industries 
◊  value of technology does not lie in hardware but software 

•  software will transform many industries 
◊  for example, by digitizing waning importance of traditional print media 

•  software will fundamentally change all industries 
◊  any kind of value is can be mapped by software 

Deeply affected areas: mobility, media, manufacturing sector, financial 
sector, healthcare, education, legal system, … 

Industry example: Lines of Code 

DIGITALISIERUNG DER ARBEITSWELT:
ZWISCHEN FLEXIBILISIERUNG UND POLARISIERUNG?

FORSCHUNGSSTELLE FÜR INFORMATION, 
ORGANISATION UND MANAGEMENT
PROF. DR. DRES. H.C. ARNOLD PICOT

Langfristige Implikationen des technologischen Fortschritts

� “Software is eating the world“ (Marc Andreessen, Venture Capitalist, 2011)
� v1: Software wird die Technologie- und Computerindustrie revolutionieren 

(Wert von Technologie liegt nicht mehr in Hardware sondern Software) 

� v2: Software wird zahlreiche Industrien verändern 
(z.B. durch Digitalisierung schwindende Bedeutung von klassischen Printmedien)

� v3: Software wird alle Industrien grundlegend verändern
(Jegliche Art der Wertschöpfung wird sich durch Software abbilden lassen)

¾Besonders betroffene Bereiche: Produzierendes Gewerbe, Finanzsektor, 
Gesundheitswesen, Bildungssektor, Rechtswesen

� Beispiele aus der Industrie: Lines of Code

38

Zeilen Softwarecode

0 20 40 60 80 100 120

iPhone App
Mars Curiosity Rover

Boeing 787
Hadron Collider (CERN)

Facebook (inkl. Backend)
Premium Auto

60 Mio.

10 Mio.
5 Mio.

50.000

120 Mio.

50 Mio.

Quellen: Andreessen (2011); McCandless et al. (2014) McCandless et al. (2014) 
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Current Technology trends 

•  Big Data 
•  Cloud Platforms 
•  Virtualization 
•  Autonomy System 
•  Context Awareness 
•  Human Centric Systems 
•  Digital Engineering 
•  Augmented Reality 
•  ... 



Drivers: 
Applications 
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Das World Wide Web permits den worldwide access auf 

•  a universe of data, images, services, sounds, videos, ... 
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World Wide Web 

•  World Wide Web:  network of information with 
◊  HTTP as protocol, for the browser getting information by calls of 

the Webserver 
◊  HTML as document description language, for defining, how the 

information is  structured and how the documents are related 
(Hyperlinks) 

◊  URLs as unique address (z. B. a Web page), used  in Hyperlinks. 

•  Web 2.0: interactive and collaborative elements of www - 
social media 

•  Web 3.0: Semantic Web 
•  Future Internet - Mobile IP 
•  Internet the Dinge and Services - CPS 



                                                 16 !ECCS 2016 in Budapest, October 2016                     Manfred Broy 
 

The Internet of Things: What’s that? 
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IoT: Internet of Things: Real world aware Internet: What is it? 

•  Simple idea: things get Internet addresses and connected 
to the Internet. 

•  More directly 
◊  devices (Traffic lights, cell phones, cars, airplanes, buildings, ...)  

will become embedded software systems directly affiliated to the 
Internet 

◊  Exchange of mutual information and use of mutual services 
◊  Direct Internet access from and to the physical world 

•  The Internet and the World Wide Web  
gets real world aware 
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... to the Internet of things 

is the network of physical objects, 
devices, vehicles, buildings and 
other items which are embedded 
with electronics, software, sensors, 
and network connectivity, which 
enables these objects to collect and 
exchange data. 
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From the Internet of things to cyber-physical systems 

•  Real world awareness 
◊  Ubiquitous systems 
◊  Pervasive systems 
◊  Services with direct physical impact 
◊  … 

•  Advanced assistance 
•  Adaptivity 
•  Autonomy 
•  Real time access from devices 
•  Sensors and actuators everywhere 
•  The human in the loop 
•  … it is the Internet of data and things connected to 

systems interacting with humans  
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The Ongoing Digital Transformation … 

•  fusion of information and communication technologies with 
engineering of physical systems  
◊  has triggered tremendous changes in private and public sectors.  

•  These changes deeply influence   
◊  the nature of systems we build, 
◊   the technologies we use for development and manufacturing and  
◊  the way we teach engineering.  

•  resulting in new generations of Cyber-Physical Systems 
(CPS) and their emerging platforms such as the Internet of 
Things (IoT) and Industrial Internet (II)/industry 4.0 (I4.0) 
◊  require bringing together competences both from the information 

technologies and the engineering disciplines.  

•  As a result, academia, industry, and society will need to  
◊  expand capacity in the area of creating CPS in a dependable way. 
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Cyber Physical Systems: System interact with the Internet 
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… the Internet of cyber-physical systems (IoCPS) 

 
The two sides of CPS 

 
 
The Internet becomes real world aware 

Embedded systems get connected to cloud services 
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Key technology information and cyber security 

Security is the most severe challenge and the largest 
difficulty for usage of digital technology: 
•  protecting data 
•  protecting against digital attack 
•  protecting critical infrastructure 
•  protecting privacy 
•  ... 



Areas of Application 
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Key application areas of CPSs 

•  traffic 
◊  transportation systems: train, car, ship, air plane 
◊  traffic control 
◊  connected traffic 

•  logistics 
•  medical devices and support systems 
•  communication 
•  automation and production technology 
•  facility management 
•  consumer systems / infotainment 
•  banking / financial sector 
•  energy 
•  defence 
•  ... 
and their mutual integration 
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Street traffic of the future ... 
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Vernetzte Industrie – Industrie 4.0 



Digital Transformation of Economy 
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Dominance: Internet enterprises 

STARTING A BUSINESS

The Business Model for Disruption

APRIL 03, 2012

TIM BERRY
CONTRIBUTOR

Entrepreneur, Business Planner and Angel Investor

How do you plan for a disruptive business that doesn’t make money until

later? What’s the business model?

One of the most interesting, exciting and potentially lucrative things you can

do as an entrepreneur is disrupt a big market. One of the smartest people I

know puts it very simply: If you manage to disrupt a big market, business will

follow. Blow things up and you’ll make money. 

But sometimes there’s a catch: In today’s business environment, it’s difficult

! " # $ + &



Challenges 
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Key innovation drivers 

•  The real world integrates part of the cyberspace 
◊  Embedded systems as part of the physical use data and services 

from the internet 
◊  Embedded systems are closely integrated with cyberspace 

(remote diagnosis, remote update, …) 
◊  Systems of systems with the internet as integration platform 
◊  Augmented reality 
◊  Fusion of digital and physical world 

•  Human factors – the human in the loop 
◊  Advanced assistance 
◊  Human centered engineering 
◊  The personal data in the cloud 
◊  Cyborgs – augmented human identity 
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Engineering challenges 

•  Platforms 
•  Architectural concepts 
◊  Service oriented architectures 
◊ Mastering interoperation and 

integration 

•  Requirements engineering 
•  Evolution 
•  Interoperability 
•  Context aware 
•  Human centric 
•  Autonomy 

•  Data analytics 
•  Dependability 
◊  Security  
◊  Safety 
◊ Reliability 

•  ... 
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Human factors 

•  Humans in the loop – human-centric cyber-physical 
systems (HC2PS) 
◊  Requirements for human-centric systems 
◊  design of HMI 
◊  Deep assistance 

CPS have deep impact on human behavior 
•  Acceptance  
◊  Which services to humans accept 
◊  What about privacy 

•  Human social mediator networks 
◊  Monitor health and emotional states 
◊  Mediator of human/human interaction 

•  Integrated socio-cyber-physical systems 
◊  Example. air traffic control 
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Software is everywhere 
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Software everywhere – data from everywhere ... 

Ubiquituous Intelligent Services 

Smart Labels 

Google glasses 



                                                 36 ECCS 2016 in Budapest, October 2016                     Manfred Broy 
 

!

the future ... 

Total connectivity? 
•  Computer embedded everywhere? 
•  Information totally connected - just in time? 
•  Automatized Reaction – just to the point? 
•  Integrated Assistance? 
•  Multimodale Communication? 
•  Data Mining? 
•  Social Networks? 
•  Autonomy vehicles? 
•  Business Intelligence? 
•  ... 



Key Issues  
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Key Issues for politics  

•  Can the State influence digital technologies decisively? 
•  Why Start Ups? 
•  Why is the Internet so dominant? 
•  Is it only economy? 
•  Where is education in the digital change? 
◊  Digital Media as cultural technology 

()

()

Advancing research collaboration with GÉANT's
high-speed infrastructure

()

Published by Newsroom Editor (/digital-agenda/en/users/Newsroom) on 21/02/2013

EU advances research collaboration with GEANT's high-speed
ICT infrastructure

GÉANT, the pan-European research and education network
infrastructure, is evolving fast. Long considered the most
advanced research network in the world thanks to its 99.999 %
availability, continual development and an expanding range of
multi-domain services to enhance performance and access,
GÉANT is building on that reputation with a comprehensive upgrade to its transmission and switching
technology ― and effectively future-proofing the network to 2020. Europe's critical network will continue to
enable research and innovation that is seen as a driver of European growth by supporting some of the world's
largest and most data-intensive research projects.

Set up more than a decade ago to enable research collaboration and knowledge sharing among European
researchers and beyond, GÉANT has played a pivotal role in facilitating research projects that help maintain
European competitiveness and provide insight into solving some of humanity's biggest challenges. GÉANT's
advanced network and services enable research projects across fields as varied as climate change and
environmental monitoring, food and energy supply, particle physics and radio astronomy, medicine and
bioinformatics.

Together with Europe's National Research and Education Networks (NRENs), GÉANT connects over 40 million
users in more than 8000 universities, higher education institutes, research institutes, libraries, museums,
national archives and hospitals, as well as a further 22 000 primary and secondary schools.

GÉANT is coordinated by DANTE, which plans, builds and operates advanced networks for research and
education (including TEIN, CAREN and AfricaConnect as well as GÉANT). The GÉANT consortium consists of a
federated community of 31European national research and education networks (NRENs); Nordunet
(representing five Nordic NRENs); the Trans-European Research and Education Networking Association
(Terena); and four associate NRENs as well as DANTE. The current iteration of the GÉANT project (known as
GN3) is also supported by EUR 93 million in funding from the European Commission. It is the NREN partners
that deliver the pan-European connectivity and services to users at local level.

The 500 Gbps roll-out

GÉANT is currently implementing a major infrastructure upgrade, including the latest transmission and
switching technology to support up to 2 terabits per second (Tbps) capacity across the core network,
effectively future-proofing Europe's critical network infrastructure through 2020. 500 Gigabits per second
(Gbps) capacity will be available across the core network from first implementation, delivering circuits across
Europe that will allow individual users to transfer data at speeds of up to 100;\Gbps, or multiples thereof,
thereby enabling faster collaboration on critical projects and meeting the rapidly increasing demand for data
transfer.

(http://ec.europa.eu/digital-agenda/sites
/digital-agenda/files/newsroom/carousel-
earth-night-980x315px_4027.jpg)

DIGITAL AGENDA FOR EUROPE
A Europe 2020 Initiative
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Software as key technology: Software is Eating the World 

•  Software is auf all levels more and more key technology 
◊  functionality 
◊  Platform 
◊  Application - Apps 
◊  Nets 
◊  development 
◊  dependability 

safety, security, reliability 
◊  ... 

•  the mastering the software  
technology is to central  
innovation and competition success factor 
◊  exploitation and penetration the application domains 
◊  designing processes with connectivity between functions 
◊  individualization of systems 
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Digital – closer to the human 

•  Digital technology, media, data and services lie closer to 
the human than any other technologies. 
◊  tightly coupled with central human thinking- and patterns of 

behavior (Communication, social relations, personal data, 
preferences, notions, ...) 

◊  high attractiveness 

•  Internet-enterprises  
have a more direct  
contact to customers how  
no one else! 

•  Human centric engineering  
is the success factor! 

•  Goal: shaping digital  
technology to create 
humane systems  
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Informatics and society ... „Human Factors“ 

The specific relevance of informatics for human society 
•  Informatics tools  
◊  lead auf new forms the communication and social interaction 
◊  improve our physical as well as our cognitive possibilities 
◊  enable and suggest new views onto the world 
◊  create new possibilities and need therefore legal and ethics rules 
◊  complement our world by a digital shadow world (not Second Life 

but digital mirror in the „Cloud“) 
◊  change the power structure (social, economical, legal, political, 

military ...) 

... and need a intensive discussion for controlling the their 
design! 
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SWOT analysis – informatics in Europe 

Strengths 
•  High technical and economical 

impact 
•  Well established scientific 

discipline 
•  Fast progress 
Weaknesses 
•  Missing expertise in political 

and economical leadership 
•  Weaknesses in Europe in key 

areas (internet …)  
•  Informatics as a scientific 

discipline too unaware of the 
changes 

•  Role of informatics not visible 
enough 

Opportunities 
•  High interest in the field 
•  Innovation driver 
•  Importance opens new options 
•  Affects all scientific fields 
•  Interest by students increasing 
•  New research challenges 
Threads 
•  Field dominated by short term 

economical interests 
•  Other discipline form their own 

approaches 
•  Strong companies take over 

the field 
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... consequences for Informatics 

•  from software to systems engineering 
•  from conventional sequential algorithms to interactive 

processes 
•  from abstract, discrete, digital modeling (by two valued 

logics logic) to 
◊  modeling interactive behavior 
◊  probabilistic models 
◊  discrete und continuous time 
◊  continuous input/output (control theory) 

•  informatics as part of our reality 
◊  effects of informatics systems in complex environments 
◊  modeling of the operational contexts 
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... Consequences for Informaticians 

The task of informaticians changes 
•  from the design of programs on stand-alone  

computers and  
•  the solution medium size problems by  

programming  
to 
•  the development of huge software systems 
•  connected  

◊  to the physical reality 
◊  to data and services in networks 

•  in close interaction to users 
to 
•  designers of digital future worlds 
to 
•  strategic leadership in  

enterprises. 
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... and the Role of Informaticians 

from specialists 
•  for algorithms and data 
•  for programs and Software 
to 
•  domain experts and 
•  partners for die system design 
and to 
•  designer new business models 
•  strategist 
•  founder of start ups 
•  entrepreneur. 

Transmedia Newswire Technology | Media |
Telecommunications

in Digital Media, Marketing

The Path to Digital
Business
Development Evolution

Gartner predicts that by 2020, 75% of business will
be digital businesses or preparing to become one.
 However, a survey showed that only 22% of
respondents defined themselves as already being
a digital business.

But 41% of survey respondents see themselves as a
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via Content Loop (http://www.content-loop.com
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What has changed … 

Informatics  
•  is a scientific discipline with perhaps the highest economic impact 

currently 
◊  disruptive changes for the old economies 
◊  economic impact of subfields so high that companies take  over the field 

(machine learning, robotics, …) 

•  is about to change not only economy but also politics perhaps 
democracy and sociological structures 

•  is changing the way people organize their everyday life and their 
social relationships 

•  can revolutionize our education system 
•  may significantly influence the political and military power in a rapidly 

changing world, the role of third world countries 
•  may develop systems that overrule people and determine the work 

and leisure situation 
•  brings in new threads related to cyber security 

 



How do we respond? 
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Our responsibilities as academic informaticians  

•  Shape the interaction in interdisciplinary work 
•  Update our curricula to the new topics 
•  Provide some counterpart to the booming economy 
•  Educate our students to prepare them for 
◊  economic leadership 
◊  understanding the digital revolution and their impact 

•  Give advice to politics and enterprise management 
•  Contribute to the public discussion 
•  Develop an ethical position 
◊  privacy  
◊  autonomous systems 
◊  right to informational self-determination 

•  Further develop the philosophy of science for informatics 



Everyone here has the sense  
that right now is  
one of those moments  
when we are influencing the 
future. 
 
 
Steve Jobs 
 


